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Dynamic Environment Challenges
A doubling of the number 
of ASEAN households that 
are part of the “consuming 

class” over the next 15 
years; 

The challenge of improving 
productivity to sustain 
economic progress as 

growth in the size of the 
workforce starts to slow; 

The movement of 90 million 
more people to cities within 

ASEAN by 2030; 

The need for infrastructure 
spending to more than 

double from the historical 
levels;

The challenge of equipping 
the world’s third-largest 

labour force with the skills 
needed to support growth 

and inclusiveness; 

The emergence of 
disruptive technologies; 

the opportunity to 
transform natural resource 

efficiency in the region; 

the imperative to 
understanding the 

implications for ASEAN as 
the world shifts towards a 
multipolar global power 

structure.
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www.mmc.com/content/dam/mmc-web/.../APRC/aprc-
cyber-risk-in-asia-pacific.pdf
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ASEAN INTERNET USE, POPULATION DATA AND

FACEBOOK STATISTICS - DECEMBER 2017

ASEAN
Population Internet Users, Internet Users Penetration Users Facebook

( 2018 Est.) (Year 2000) 31-Dec-17 (% Population) % Asean 31-Dec-17

Brunei 
Darussalam

434,076 30,000 410,836 94.60% 0.12% 350,000

Cambodia 16,245,729 6,000 8,005,551 49.30% 2.40% 6,300,000

Indonesia 266,794,980 2,000,000 143,260,000 53.70% 42.96% 130,000,000

Laos 6,961,210 6,000 2,439,106 35.00% 0.73% 2,200,000

Myanmar 53,855,735 1,000 18,000,000 33.40% 5.40% 16,000,000

Malaysia 32,042,458 3,700,000 25,084,255 78.30% 7.52% 22,000,000

Philippines 106,512,074 2,000,000 67,000,000 62.90% 20.09% 62,000,000

Singapore 5,791,901 1,200,000 4,839,204 83.60% 1.45% 4,300,000

Timor-Leste 1,324,094 0 410,000 31.00% 0.12% 390,000

Vietnam 96,491,146 200,000 64,000,000 66.30% 19.19% 50,000,000

TOTAL ASIA 586,453,403 9,143,000 333,448,952 58.81% 100.00% 293,540,000

https://www.internetworldstats.com/stats3.htm
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https://www.internetworldstats.com/asia.htm
https://www.internetworldstats.com/asia.htm#bn
https://www.internetworldstats.com/asia.htm#kh
https://www.internetworldstats.com/asia.htm#id
https://www.internetworldstats.com/asia.htm#la
https://www.internetworldstats.com/asia.htm#mm
https://www.internetworldstats.com/asia.htm#my
https://www.internetworldstats.com/asia.htm#ph
https://www.internetworldstats.com/asia.htm#sg
http://www.internetworldstats.com/asia.htm#tp
http://www.internetworldstats.com/asia.htm#vn
http://www.internetworldstats.com/asia.htm


http://www.southeast-asia.atkearney.com/innovation/asean-innovation/asean-digital-revolution/full-report/-
/asset_publisher/VHe1Q1yQRpCb/content/the-asean-digital-revolution/10192
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www.mmc.com/content/dam/mmc-web/.../APRC/aprc-
cyber-risk-in-asia-pacific.pdf
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Challenge 3: 
Cyber Risk



www.mmc.com/content/dam/mmc-web/.../APRC/aprc-
cyber-risk-in-asia-pacific.pdf 13

Challenge 4: 
Cyber Attacks



Malaysia Legislation Updates
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Challenge 5: 
Cyber Law
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Challenge 5: 
Cyber Security

Low consumer awareness and trust hindering the uptake of 
digital services



Other Challenges

• Issues related to the connectivity agenda will be central:

• for example, policy makers will need to prioritise building the 
backbone infrastructure (including fibre connections and mobile 
networks) that can provide universal and low-cost Internet access. 

• As private players are unlikely to undertake the full scope of the build-
out, governments will have to drive this effort forward; those that do, 
could secure a deep and lasting advantage. 

• Establishing a policy framework for data sharing, online privacy, and 
cybersecurity, as well as supporting MSMEs in technology adoption.
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Master Plan on ASEAN Connectivity 

• 8th ASEAN Connectivity 
Symposium to Discuss Master 
Plan on ASEAN Connectivity 
2025 Implementation

• MANILA, 13 July 2017 – The 
Philippines as Chair of the 
ASEAN Connectivity 
Coordinating Committee 
(ACCC) will host the 8th ASEAN 
Connectivity Symposium on 
14 July 2017 in Alabang, 
Metro Manila, Philippines to 
socialise the Master Plan on 
ASEAN Connectivity (MPAC) 
2025, and discuss issues 
related to implementation, 
monitoring and evaluation of 
the MPAC 2025.
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ASEAN Political-Security Community (APSC) 
Blueprint 2025

https://seven02.s3.amazonaws.com/2S58/1474502641.a0
6ce7854e56d768770a79e09463a192.pdf
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B.3. Enhance ASEAN capacity to address non traditional security issues effectively and in a 
timely manner

• B.3.6. 

• Strengthen cooperation in combating cybercrimes

• B.3.6.i

• Strengthen cooperation in combating cybercrimes, including timely sharing of relevant 
information and best practices among law enforcement agencies, taking into account the 
need to develop or improve appropriate laws and capabilities to address cybercrimes

• B.3.6.ii

• Strengthen the capacity of criminal justice authorities to apply  the laws and legislation on 
cybercrimes and electronic evidence

• B.3.6.iii

• Promote law enforcement training on cyber security and  cybercrimes

• B.3.6.iv

• Strengthen public  private partnership to enhance information sharing between the private 
sector and law enforcement agencies to identify and mitigate cybercrime threats

• B.3.6.v

• Raise awareness and understanding of ASEAN Member States on cybercrimes and cyber  
terrorism
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Digital 
Innovations

• Support the adoption of 
technology by micro, small 
and medium enterprises 
(MSMEs)

• Support financial access 
through digital technologies

• Improve open data use in 
ASEAN Member States

• Support enhanced data 
management in ASEAN 
Member States
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Cyber Initiatives

• Adopted by the 10th ASEAN TELMIN (Telecommunication and IT Ministers 
Meeting) held on 13-14 January 2011 in Kuala Lumpur, Malaysia. 
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To provide mechanism for combatting 
cyber crimes within ASEAN countries

May 2014: An ASEAN roadmap on 
combating cyber crime was finalized in 
Singapore by the SOMTC Working Group 
on Cybercrime. 

The objectives of the roadmap was to 
enhance regional cooperation on capacity 
building and training, law enforcement, 
regulation and legal matters, information 
exchange and extra-regional cooperation

Cyber Security and Cybercrime in ASEAN 
International Symposium on “ASEAN Cyber Security and 
Cyber Crime Center: Possibility and Way Forward” 
Bangkok, Thailand, 16 September 2016. Objective is to 
study benefits, constraints and possibility of establishing 
ASEAN Cyber Security Centre by sharing information on 
current situation on cyber security and cybercrime of 
ASEAN, exemplary of ASEAN Member States, Japan and 
the European Union.
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To fight againts cyber menace such as 
cyber pornography

ASEAN Senior 
Officials 
Meeting on 
Social Welfare 
and 
Development 
(SOMSWD).

ASEAN 
Conference on 
Working 
Toward a Cyber 
Pornography 
and Cyber 
Prostitution-
Free Southeast 
Asia, Manila, 
Philippines, 18-
22 June 2012 

2nd ASEAN 
Conference on 
Working Toward 
a Cyber 
Pornography and 
Cyber 
Prostitution-Free 
Southeast Asia, 
Tagbilaran, 
Bohol, 
Philippines, 22-
26 April 2013. 

4th ASEAN 
Children’s Forum , 
June 2016 in 
Hanoi, Vietnam 
expressed ideas on 
issues such as 
violence against 
children, 
trafficking-in-
persons, cyber-
bullying and online 
child pornography 
among others.

ACWC presented 
the outcomes of 
the Inter-Sectoral 
Dialogue on 
Integrated National 
Responses to End 
Sexual Exploitation 
and Abuse of 
Children Online in 
ASEAN 7th-8th

February 2018 in 
Jakarta, Indonesia.
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To develop continual 
improvement of 
National Cyber 

Security and Business 
Resilience policies.

To recommend 
solutions from the 

grasp of fundamental 
until way forward 

challenges in cyber 
resilience.

To generate 
innovation in the field 

of cyber resilience 
which focuses on the 

preventative, 
detective, and 

corrective controls in 
cyberspace. 

To increase the 
number of 

professionals and 
technical supports in 

resolving the issues of 
cyber resilience

Vision

• A national reference center for 
cyber resilience that able to 
sustain  communities and 
organization from modern 
cyber threat landscape. 

Mission

• To provide cyber resilience 
models and solutions of 
sustainable cyber ecosystem in 
the service of  mankind through 
consultation, education and 
research.
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Introduction

• UKM and Cyber Security Malaysia (CSM) collaboration has started since 
2010 under Unit of Cyber Security.

• In 2013, a MOA agreement was signed between UKM and CSM to 
implement programs in UKM: 
– Master of Cyber Security 

– Cyber Security Professional Certification programs 

• Later, Center for Cyber Security was established after the proposal was 
agreed unanimously in the Senate meeting dated 24 January 2017.

• UKM signed MOUs with CyberSecurity Malaysia and Standard Chartered 
Global Business Services in 2017 for Fintech Security Master Program.

33



Capacity Building

University level

Local Community

National 

International
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Capacity Building @University Perspective 
R

es
ea

rc
h

 L
ab

s • Computer 
Security & 
Software 
Verification

• Information 
Governance

• Cyber 
Intelligence

• Digital 
Forensics

Sp
ec

ia
lis

ts • CNNA – 2

• Digital 
Forensics - 2

• CEH – 2 
Experts (in 
progress)

• ISMS – 1 
(upcoming)

G
ra

n
ts • 15-Ministry 

of Higher 
Education

• 10-Research 
university 
grants

• 1-
International 
grants

P
u

b
lic

at
io

n • 1 Book

• 150 Journals 
papers

• 500 
Conference 
papers

• 20 Technical 
Reports

• 10 Cyber 
News

In
n

o
va

ti
o

n • CenterYou

• MyVis

• Simulation 
Tools

• iLPR

• 2.5D facial 
forensics 
framework
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Organization Chart

Chairperson : 

Assoc Prof Dr. Siti
Norul Huda Sheikh 

Abdullah

Research Coordinator

Dr. Rossilawati
Sulaiman

Teaching and Learning
Coordinator

Assoc. Prof. Dr. Ravie 
Chandren a/l 

Muniyandi

Network Coordinator

Dr. Khairul Azmi Abu 
Bakar
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Research Labs at Center for Cyber security

Computer Security & 
Software Verification

• Head: Prof. Dr. Zarina
Shukur

Information 
Governance

• Head: Prof. Dr. Zawiyah
Mohammad Yusof

Cyber Intelligence

• Assoc. Prof. Dr. Masnizah
Mohd.

Digital Forensic

• Assoc. Prof. Dr. Siti Norul
Huda Sheikh Abdullah
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Associate Fellows

Prof. Dr. Mahamod Ismail  
(Electrical and Communication 
Engineering)

Dr. Aswami Ariffin (Cyber Security 
Malaysia)

Dr. Eddie Shahril Ismail (Science and 
Technology)

Prof. Dr. Nazura Abdul Manap 
(Cyber Law )

Dr. Mohamad Salleh Mohd Azul 
(Human Science  and Social 
Communication ) 
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Mahmud Ab. Rahman 
(NetByteSec)

Dr. Mohd Fadzli Marhusin
(Malware Analysis , USIM)

Dr. Hoo Chiew Ping (Politics 
and International Relation) 

Dr. Adawiyah Ismail (Islamic 
Studies)

Dr. Azianura Hani Shaari ( 
School of Language Studies )

En. Nazri Ahmad 
Zamani(Digital Forensics)

Dato’ Dr.
Amiruddin

Abdul 
Wahab

(CEO, Cyber 
Security 

Malaysia)-
Adjunct 

Professor



RESEARCH ACTIVITIES
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Research Grants and Projects
• CP- Model Kelestarian Penggunaan Siber untuk B40 (B40 Cyber Usage Sustainability Model)

• AP‐2017‐005/2, Using STEM data through Smart self‐crime prevention at Schools for open data readiness

• AP-2017-003/1, ENHANCING CONNECTIVITY TOWARDS ASEAN INTEGRATION: A MULTIFACETED APPROACH 

• AP-2017-006/4, Resilience and Regenerative Tropical Smart Building: Smart & Responsive Facade, , 01/09/2017-31/08/2017 

• AP-2017-003/2, Connectivity through Software Standardization: Metrology Software Certification Criteria8,  A Trusted Digital 
Islamic Legacy Model 

• KRA-2017-008, MODUL GRADUAN UKM GLOBAL BERINOVASI FUTURISTIK REVOLUSI INDUSTRI KE-4

• GUP-2017-046: Information Governance in the Gov 2-0 Environment 

• GGPM‐2017‐024, Crowd Scenes Understanding via Convolutional Neural Network (CNN) for Visual Surveillance

• GGPM‐2017‐026, Tracking Social Media and Cloud Application Based On Network Packets in Computer Memory Image, UKM

• INOVASI-2017-015, CenterYou:Upgrading to Commercial Prototype 

• GGP-2017-022, Romance Scam Detection

• FRGS/1/2016/ICT01/UKM/01/1, Process Mining Algorithm based on the Learning Automata Families for Detecting Anomalous 
Event 

• PRGS/1/2016/ICT02/UKM/02/1, Intelligent Vehicle Identity Recognition for Surveillance

• PRGS/1/2015/ICT01/UKM/01/1, Software Tampering Solution for Malaysian Regulated Digital Device 

• FRGS/2/2014/ICT01/UKM/01/1: Electronic Records and Information Management (e-RIM) Framework for Empowering Information 
Governance in Public Agencies 

• UKM-AP-ICT-21-2010, An Interactive & Personalized News Content for Crime Investigation (i-Pcrime)  
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Knowledge Transfer Program

Master in Cyber Security

Professional Development 
Course in Cyber Security
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Master of Cyber Security

43



Professional Development Series in 
Cyber Security

Overview 

• The Cyber Security 
Series are designed for 
accountable and ethical 
individuals. Each 
independent course is 
conducted within 5 full 
days which include 
active learning, lab 
activities, discussion 
and case studies. The 
course is jointly 
conducted by research-
trained professionals 
from Universiti
Kebangsaan Malaysia 
and qualified 
professionals mainly 
from CyberSecurity
Malaysia. 

Course Detail

• The course will be 
conducted either at 
Universiti Kebangsaan
Malaysia or 
CyberSecurity Malaysia. 

• Certificate of 
Attendance will be 
awarded at the end of 
the course. 
Furthermore student 
who completed his 
assignments and pass 
his written exam will 
obtain a Certificate of 
Completion. 
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Government Agencies Engagement
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Polis Diraja Malaysia (Royal Police 
Malaysia)

Standard and Industrial Research 
Institute of Malaysia (SIRIM)

Pusat Perubatan UKM (Medical 
Center)

The Malaysian Administrative 
Modernization and Management 
Planning Unit (MAMPU)

National Archives of Malaysia 
(NAM)

Ministry of Education

Malaysian Communications And 
Multimedia Commission 
(MCMC)



Industrial Engagement

Center for 
Cyber Security

CyberSecurity
Malaysia

Standard Chartered 
Global Business 

Service 

International 
Business 

Machines

Corporation 
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International Engagement

Standard Chartered Global 
Business Service

Japan Advances Institute of 
Science And Technology

InterPares Trust 

Evault
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COMMUNITY

COMPETTION

• CYBER HEROES COMPETITION

• F-Secure

• HACK@10

• CTF UNIKL

• CTF AND Security Day- Mersing
Politechnique

• ICTFF Jasin

• iHack UiTM

ACADEMIC 

• Cyber Resilience Conference

• Round table discussion

• Specialize Workshops

• Image and Video Processing 
Workshop

• Sentiment Analysis Workshop 
Practical Introduction to Open 
source Software Tools

• First Responder
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CYBERSECURITY HIGHER LEARNING COMMUNITY

Center for 
Cyber 

Security 
UKM

APU

UM

UTM

UNITEN

UITM

MSU

UPNM

UNISZAR

UNIMAS

POLITEKNIK 
MERSING

UPM

UTEM

USIM

UIA
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NATIONAL AND INTERNATIONAL DISCUSSIONS
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STUDENTS COMUNITY
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Special Interest Group : Cyber Ethics 
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Special Interest Group : NUMOSS



Upcoming Activities 
www.ftsm.ukm.my/crc2018
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Way Forward
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UKM Cybersecurity towards Guardian of Nation 

Center for Cyber 
Security

UKMCert

Research, Innovation & Network

Research Labs 

•Products

•Framework,

•Model

•Policy

•Legislation

Service Labs

•Joint Labs

•Complimentary Labs

Knowledge Transfer through 
Teaching and Learning
Undergraduate

•Special Interest 
Group

Postgraduate

•Master

•Phd Global 
Certifications

Community

•Intervention 
Programs

•Policy 
Implementation



• https://cltc.berkeley.edu/wp-
content/uploads/2017/12/asianfutures.pdf
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